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PRIVACY NOTICE – IRRICONTROL ONE PLATFORM
Information Security and Cyber Defense

This Privacy Notice is a simplified, straightforward version of our Privacy Policy. It was created to explain 
quickly and transparently how IRRICONTROL takes care of your personal information while You use the 
IRRICONTROL ONE Platform to monitor and control your automated equipment.

1. WHO ARE WE?  

We are IRRICONTROL CONTROLE INTELIGENTE DE IRRIGAÇÃO S.A. (CNPJ/ME No. 26.941.490/0002-03), a 
company of the Bauer group. We develop and provide the technology (applications, web interfaces and 
sensors) that helps you automate and manage the automated equipment on your agricultural property in a 
smart and sustainable way. We operate in 26 countries, ensuring compliance with local data protection 
laws.

2. WHAT DATA DO WE COLLECT ABOUT YOU?  

For the Platform to work properly, we collect only the following data:

• Registration Data: Your full name, e-mail address and phone number;
• Location Data: The geographic coordinates (latitude and longitude) of  your property and of  the 

equipment you use in the system;
• Operation Data: Information about your equipment (pivots, pumps, sensors, etc.) and the history of 

commands you send through the Platform (e.g., turning a pivot on or off);
• Access Data: Your IP address, date, time and a record of the actions you performed on the Platform 

(security logs).

3. WHAT DO WE USE YOUR DATA FOR?  

We process your personal data exclusively for legitimate purposes linked to the contracted service:

Purpose What does this mean in practice? Legal Basis (LGPD)

Service Operation Allowing you to turn your equipment on and off and 
monitor it from your phone or computer.

Performance of Contract.

Technical Support Helping You solve operational or technical problems 
with the equipment or the Platform.

Performance of Contract.

Billing and 
Invoicing

Issuing  invoices  and  processing  subscription 
payments (using Stripe).

Performance of Contract / 
Legal Obligation.

Security and 
Auditing

Recording  who  performed  each  command  to 
prevent  fraud  and  unauthorized  access  and  to 
ensure system security.

Legitimate Interest / 
International legislation.



4. WHO DO WE SHARE YOUR DATA WITH?  

Your data is confidential, and we do not sell your information to third parties. Sharing occurs only with 
partners essential to providing the service:

• Cloud Providers: Companies that securely host our servers (such as AWS or Google Cloud);
• Payment Gateway (Stripe): A partner platform responsible for processing payments securely and with 

encryption;
• Bauer Group: Internal  administrative and technical  sharing to ensure the quality of support and 

technology.
• Public Authorities: When required by law or court order in any of the jurisdictions where we operate.

5. WHERE IS YOUR DATA STORED AND WHERE IS IT TRANSFERRED?  

Yes, we operate globally. Because we use global-standard cloud storage servers (such as AWS or Google  
Cloud), your personal data may be transferred, stored and processed on servers located in the United 
States, Europe, Brazil or other jurisdictions. We ensure that all international data transfers comply with 
applicable laws. This includes the adoption of robust safeguards, such as the European Union’s Standard 
Contractual Clauses (SCCs) for GDPR compliance, as well as compliance with the transfer rules of Brazil’s  
National Data Protection Authority (ANPD), among other local legal requirements and equivalent laws in  
other countries.

6. HOW DO WE PROTECT YOUR DATA?  

We adopt information security best practices to ensure that your data is protected against unauthorized 
access, leaks or loss:

 Encryption of data in transit (SSL/TLS) and at rest (AES-256);

 Strict control over who can access information;

 Periodic backups to prevent data loss.

 Continuous monitoring of security logs and regular penetration testing

7. WHAT ARE YOUR RIGHTS?  

You own your personal data. Depending on where you are located (whether in Brazil under the LGPD, in the 
European Economic Area under the GDPR, or in certain U.S. states), you have specific privacy rights. We are 
committed to honoring these rights worldwide. At any time, you may request from IRRICONTROL:

 Confirmation that we process your data and access to it;

 Correction of incorrect or outdated information;

 Deletion or anonymization of unnecessary data;

 Information about whom we share your data with.
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 Portability of your data in a structured, machine-readable format;

 Withdrawal of consent for specific processing activities.

8. HOW CAN YOU CONTACT OUR DPO?

If You have any questions about this Notice or wish to exercise any of your rights, please contact our Data 
Protection Officer (DPO) directly:

• DPO E-mail: dpo.brasil@irricontrol.com.br
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